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About Appalachia: AePALACHIA

HQ in Mechanicsburg, PA - Local Presence, National Reach

17 Years of Service Excellence

48 Employees, 40 Certified Consulting Engineers

SOC 2 Type Il Audited

CMMC Registered Provider Organization
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* Why Do a Pen Test
* How to get started

» What to Expect from a Pen Test
« A walk through the process
« And How to use the results to begin fixing any vulnerabilities

* When is the Right Time for Pen Test
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Why do a Pen Test?

(And how to get started)

ABPALACE
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seconds there is attacks target
a cyber attack! small business!

Threat
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records are

stolen from data
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Massive Skills Shortage

National level
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What does a Penetration Test Do?

O I

Simulates a real Baseline your Train your team on
cyber attack defenses how to defend
i,
2
Test incident Meet compliance Learn your organizational
response processes requirements weaknesses

WHY

Do a Pen Test
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How to Get Started

« What type of pen test
* Internal or External Network Pen Test
» Web Application Pen Test

- What is the scope of what is to be tested
» Compliance requirements?
 Excluded devices/segments

» Who is the vendor

« Experience, industry recognized credentials/certifications, follows
industry-standard framework

« Shared goal of improvement and a more secure organization

WHY

Do a Pen Test
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What to Expect from a
Pen Test

(And how to use the results to begin fixing any vulnerabilities)

ABPALACH
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What You Should Know

* How long will it take?

» What is the difference between a Pen Test and a Vulnerability
Scan?

* Will my users/network be affected?

Phases of a Pen Test:

Pre- Intelligence Vulnerability o Post- :
. Gathering . ‘ EXPIOltatlon . . Reportlng

WHAT = =
LA
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Network
Penetration
Testing

WHAT
To Expect

Identify advanced network-
based vulnerabilities

Assess internal or external
networks

Attempt to bypass network
defenses

KPPALAC
PPALACHIA
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Intelligence Gathering & Recon
KPPALACHIA
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Company XYZ

Hacker

WHAT
To Expect

HOW

The Firewall The Servers Accounting PC
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WHAT
To Expect

# hunter

€
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Connect with anyone.

Hunter lets you find email addresses in seconds and connect with
the people that matter for your business.

mpany.carm 1 Find email addresses

Hunter is used by 2,000,000+ professionals and chosen by leading companies.

DOMAIN SEARCH
Get the email addresses behind any website. .

The Namain Saarch lists all the nennls warking in 3 ramnany with their name and amail
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Actions Edit View Help

Shell No.1 -

update SET to the

t from the menu:

Social-Engineering Attacks
Penetration Testing (Fast-Track)
Third Party Modules

Update the Social-Engineer Toolkit
Update SET configuration

Help, Credits, and About

Exit the Social-Engineer Toolkit
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WHAT
To Expect

Threat Modeling and
Vulnerability Analysis

PPALACHIA
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Hacker

Company XYZ

Bob's PC

Accounting PC
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Applications ~ Places ¥ [ Terminal =

File Edit View Search Terminal Help

:~# nmap -sn 193.163.153.1/"24'

Sunl17:17
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Exploitation
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Applications ~ Places ¥ [ Terminal ~ Tue 22:06

root@kali: ~
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Applications ~ Places ~ [ Terminal Tue 23:14
root@kali: ~

File Edit View S h Terminal Help
-1 ethe -wrivl]
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Company XYZ

The Firewall The Servers Accaunting PC

Hacker

=
Bob's PC
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Applications ~ Places ~ [ Terminal Wed 00:04
root@kali: fopt/CrackMapExec

le Edit View Search Terminal
ckMapExec) : # cme smb 192.168.157.145 -u superadmin -p ‘CoolLast55++!!" 'space.lecal'l
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Applications ~

Places ~

bloodhound ~

Memberof

Mon 19:36
BloodHound

GROUP_1@SUB.DOMAIN.LOCAL
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Final Report

© 0 O

DETAILED REPORT WITH ALL STEP BY STEP WALKTHROUGH FILES AND EVIDENCE FOR PRESENTATION TO EXPLAIN
FINDINGS OF EXPLOITATION PATH REVIEW BY TEAM RESULTS AND
RECOMMENDATIONS
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Finding Severity Ratings

The following table defines levels of severity and corresponding CVSS score range that are used
throughout the document to assess vulnerability and risk impact.

Severity CVSs V3 Definition
Score Range

Exploitation is straightforward and usually results in system-level
Critical 9.0-10.0 compromise. It is advised to form a plan of action and patch
immediately.

Exploitation is more difficult but could cause elevated privileges and
7.089 potentially a loss of data or downtime. It is advised to form a plan of
action and patch as soon as possible.

Vulnerabilities exist but are not exploitable or require extra steps
4.0-6.9 such as social engineering. It is advised to form a plan of action and
patch after high-priority issues have been resolved.

Vulnerabilities are non-exploitable but would reduce an
0.1-39 organization’s attack surface. It is advised to form a plan of action
and patch during the next maintenance window.

No vulnerability exists. Additional information is provided regarding
N/A items noticed during testing, strong controls, and additional
documentation.
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Remediati

Pass the hash:

Mitigation

Password Policies

Privileged Account

Management

Update Software

User Account
Contral

| User Account

Management

on Post Exploitation

Description

Ensure that built-in and created local administrator accounts have complex, unique passwords.

Limit credential overlap across systems to prevent the damage of credential compromise and
reduce the adversary's ability to perform Lateral Movement between systems.

Apply patch KB2871997 to Windows 7 and higher systems to limit the default access of accounts
in the local administrator group.

Enable pass the hash mitigations to apply UAC restrictions to local accounts on network logon.
The associated Registry key is located
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\LocalAccountTokenFilt
erPolicy Through GPO: Computer Configuration > [Policies] > Administrative Templates > SCM:
Pass the Hash Mitigations: Apply UAC restrictions to local accounts on network logons.

Do not allow a domain user to be in the local administrator group on multiple systems.

HOW - i
To Use Results PPALAC H |A
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When is the Right Time

for a Pen Test?
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Make sure you're doing the basics first....
« If you haven't had an assessment, you should start there!

» Make sure you're in a good place first. Not just technically, but with
policies and procedures, etc.

MAINTAIN/
PROTECT )

MANAGED IT SERVICES

REMEDIATE
ADDRESS
VULNERABILITIES

PENETRATION

DETECT RED AN

MANAGED
SECURITY (SIEM)

TRAIN
AWARENESS TRAINING &
SIMULATED PHISHING

BASELINE

SECURITY ASSESSMENT

KPPALAC
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How often should you get a penetration
test?
« When you make significant Network or Application changes
» When you have Compliance requirements
» When you're asked by a Client
KPPALACHIA
38
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THANK YOU

CONNECT WITH US
http://www.appalachiatech.co
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