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Presented by:  
Joel Prentice, Security Engineer
Appalachia Technologies

2022 Information Technology Security Conference

of Penetration Testing
W’s

Joel Prentice 

• Security Engineer, Appalachia Technologies

• BS – Cybersecurity Operations from Utica 
University

• MS – Cloud Computing Architecture from 
University of Maryland

• EC-Council Certified Ethical Hacker (CEH)

• eLearn Security Penetration Testing Professional 
(eCPPT)
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About Appalachia:
HQ in Mechanicsburg, PA - Local Presence, National Reach

17 Years of Service Excellence

48 Employees, 40 Certified Consulting Engineers

SOC 2 Type II Audited

CMMC Registered Provider Organization

Agenda

• Why Do a Pen Test
• How to get started

• What to Expect from a Pen Test
• A walk through the process
• And How to use the results to begin fixing any vulnerabilities

• When is the Right Time for Pen Test
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Why do a Pen Test?
(And how to get started)

Threat 
Landscape

Every 39 
seconds there is 
a cyber attack!

43% of all cyber 
attacks target 

small business!

The average cost 
of a data breach 

in 2020 will 
exceed $150 

million dollars!

3,809,448 
records are 

stolen from data 
breaches 
everyday!

WHY
Do a Pen Test

WHAT HOW WHEN
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MITRE ATT&CK Framework

WHY
Do a Pen Test

WHAT HOW WHEN

The Cybersecurity Vendor Landscape

WHY
Do a Pen Test

WHAT HOW WHEN
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Massive Skills Shortage

WHY
Do a Pen Test

WHAT HOW WHEN

A Bad 
Cybersecurity 

Strategy

WHY
Do a Pen Test

WHAT HOW WHEN
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What does a Penetration Test Do?

WHY
Do a Pen Test

WHAT HOW WHEN

How to Get Started
• What type of pen test 

• Internal or External Network Pen Test
• Web Application Pen Test

• What is the scope of what is to be tested
• Compliance requirements?
• Excluded devices/segments

• Who is the vendor
• Experience, industry recognized credentials/certifications, follows 

industry-standard framework
• Shared goal of improvement and a more secure organization

WHY
Do a Pen Test

WHAT HOW WHEN
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What to Expect from a 
Pen Test

(And how to use the results to begin fixing any vulnerabilities)

• How long will it take?
• What is the difference between a Pen Test and a Vulnerability 

Scan? 
• Will my users/network be affected?

Phases of a Pen Test:

Pre-
Engagement

Intelligence 
Gathering

Threat 
Modeling

Vulnerability 
Analysis Exploitation Post-

Exploitation Reporting

What You Should Know

WHY
WHAT
To Expect

HOW WHEN
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Network 
Penetration 
Testing

Identify advanced network-
based vulnerabilities

Assess internal or external 
networks

Attempt to bypass network 
defenses

WHATWHY
WHAT
To Expect

HOW WHEN

Intelligence Gathering & Recon

WHY
WHAT
To Expect

HOW WHEN
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Bob’s PC
WHY

WHAT
To Expect

HOW WHEN

WHY
WHAT
To Expect

HOW WHEN

17

18



5/2/2022

10

WHY
WHAT
To Expect

HOW WHEN

Threat Modeling and 
Vulnerability Analysis

WHY
WHAT
To Expect

HOW WHEN
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WHY
WHAT
To Expect

HOW WHEN

WHY
WHAT
To Expect

HOW WHEN
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Exploitation

WHY
WHAT
To Expect

HOW WHEN

WHY
WHAT
To Expect

HOW WHEN
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WHY
WHAT
To Expect

HOW WHEN

WHY
WHAT
To Expect

HOW WHEN
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WHY
WHAT
To Expect

HOW WHEN

Post Exploitation

WHY
WHAT
To Expect

HOW WHEN
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WHY
WHAT
To Expect

HOW WHEN

WHY
WHAT
To Expect

HOW WHEN
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WHY
WHAT
To Expect

HOW WHEN

How to Use the Results to 
Begin Fixing Any 

Vulnerabilities
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Final Report

DETAILED REPORT WITH ALL 
FINDINGS

STEP BY STEP WALKTHROUGH 
OF EXPLOITATION PATH

FILES AND EVIDENCE FOR 
REVIEW BY TEAM

PRESENTATION TO EXPLAIN 
RESULTS AND 

RECOMMENDATIONS

WHY WHAT
HOW

To Use Results
WHEN

WHY WHAT
HOW

To Use Results
WHEN

33

34



5/2/2022

18

WHY WHAT
HOW

To Use Results
WHEN

When is the Right Time 
for a Pen Test?
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Make sure you’re doing the basics first….
• If you haven’t had an assessment, you should start there!
• Make sure you’re in a good place first. Not just technically, but with 

policies and procedures, etc. 

WHY WHAT HOW
WHEN

Is the Right Time 

How often should you get a penetration 
test?

• When you make significant Network or Application changes
• When you have Compliance requirements
• When you’re asked by a Client

WHY WHAT HOW
WHEN

Is the Right Time 
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CONNECT WITH US

THANK YOU 

http://www.appalachiatech.com/
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